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Abstract 

The escalating presence of deceptive online reviews has significantly eroded trust in e-

commerce platforms, misleading consumers and undermining business credibility. Such 

fraudulent feedback, often designed to artificially enhance or diminish product reputations, 

affects decision-making and leads to financial losses. This project presents the Fake Review 

Detector, an innovative web application developed to identify and classify fake reviews using 

machine learning techniques. Built with Python’s Flask framework, the system employs a 

Multinomial Naive Bayes model trained on a curated dataset of 12 labeled reviews (6 

genuine, 6 fake) to analyze textual patterns and deliver classifications with confidence scores. 

The application integrates natural language processing (NLP) through TF-IDF vectorization 

to extract meaningful features from review text, ensuring accurate detection of deceptive 

content. Designed for accessibility, the platform features a responsive user interface crafted 

with HTML5, CSS3, JavaScript, and Bootstrap 5.3, enabling seamless use across devices, 

including desktops, tablets, and smartphones. Key user experience enhancements include an 

intuitive review submission form, a redirect mechanism that navigates users to the homepage 

post-analysis, and notification messages that display results clearly and concisely. The system 

underwent rigorous testing, including unit, integration, and usability tests, to ensure 

functionality and reliability in real-world scenarios. Achieving an accuracy of 83% on a test 

set, the Fake Review Detector correctly classified 10 out of 12 reviews, demonstrating its 

effectiveness in distinguishing genuine feedback from fraudulent entries. This project not only 

showcases the practical application of machine learning in combating online misinformation 

but also provides a scalable solution for small and medium-sized enterprises (SMEs) to 

maintain trust in their digital marketplaces. Future enhancements could include integrating 

advanced models, user authentication, and real-time integration with e-commerce platforms to 

further enhance its utility and impact. 
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Introduction 

The surge in e-commerce has reshaped how consumers engage with products, with online reviews 

serving as a primary influence on purchasing decisions. However, the grow- ing presence of 

fraudulent reviews—crafted to either artificially boost or undermine products—threatens the 

integrity of digital marketplaces. Reports suggest that as many as 30% of online reviews may be 

inauthentic, leading to misguided consumer choices and diminished confidence in e-commerce 

platforms. Conventional approaches to iden- tifying fake reviews, such as manual review by 

moderators, are often ineffective, with accuracy rates hovering around 57% due to the nuanced and 

evolving nature of deceptive content . 

This project tackles this pressing issue through the development of the Fake Review Detector, a 

web application designed to automatically detect fraudulent reviews using machine learning 

techniques. The system aims to restore trust in online reviews by providing a reliable 

mechanism for consumers and businesses to assess review legitimacy. It utilizes a Multinomial 

Naive Bayes model, trained on a dataset of labeled reviews, to analyze textual patterns and 

classify reviews as either genuine or fake, accompanied by a confidence score to indicate the 

likelihood of the prediction. 

The application is constructed using Flask, a minimalistic Python web framework that 

supports rapid development and easy integration of machine learning models. The user interface 

is built with HTML5, CSS3, JavaScript, and Bootstrap 5.3, ensuring acces- sibility across 

various devices, from desktops to mobile phones. Notable features include a straightforward 

review submission form, a redirect system that guides users back to the homepage after 

analysis, and notification messages that present results clearly. The project adopts a layered 

architecture, separating the machine learning logic, server-side processing, and client-side 

presentation to facilitate future enhancements and mainte- nance. 

 

Review of Literature 

The domain of fake review detection has witnessed substantial progress, driven by the need to 

safeguard the reliability of online marketplaces. Initial strategies depended heav- ily on human 

moderation, but these methods struggled to keep pace with the sophistica- tion of deceptive reviews, 
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often achieving accuracy rates below 60% . Modern research has shifted towards automated 

solutions, leveraging machine learning to improve detec- tion accuracy. For example, studies have 

employed models like logistic regression and Support Vector Machines (SVM) to classify 

reviews, typically achieving accuracy rates of 70% to 80% on standard. 

More recent advancements have explored deep learning techniques, such as trans- former 

models like RoBERTa, which have achieved impressive accuracy rates of up to 91.2% by 

capturing contextual nuances in text . Additionally, some researchers have investigated 

behavioral patterns, using graph-based approaches to identify coordinated review spam by 

analyzing connections between reviewers and products . In the realm of web applications, a 

notable example is a Flask-based system for detecting fake news, which integrated machine 

learning to achieve a 94.5% accuracy rate in text classification, highlighting the potential for 

web-based deployments. 

However, existing research reveals several limitations. Many detection systems are designed 

for academic purposes and lack practical, user-facing web interfaces that en- able real-time 

analysis. Lightweight models like Naive Bayes, which offer efficiency and simplicity, are often 

overlooked in favor of resource-intensive deep learning models. Fur- thermore, user experience 

aspects, such as intuitive navigation and immediate feedback mechanisms, are frequently 

neglected in academic prototypes, limiting their usability. This project aims to bridge these 

gaps by deploying a Multinomial Naive Bayes model within a Flask web application, 

emphasizing real-time functionality, user engagement, and accessibility. 

 

Research Gaps 

1. Shortage of Real-Time Web Solutions: Many fake review detection tools are confined 

to research settings and lack integration into practical web platforms for immediate use. 

2. Underuse of Efficient Models: While advanced deep learning models dominate 

research, simpler models like Naive Bayes are rarely utilized in web applications, despite 

their computational efficiency. 

3. Neglect of Navigation Features: Existing systems often fail to incorporate user- centric 

navigation features, such as redirects and notifications, which are essential for a smooth 

user experience. 

4. Limited Device Compatibility: Some applications do not prioritize cross-device 

accessibility, restricting their reach to users on mobile or low-spec devices. 
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5. Inadequate Testing for Practical Use: Many academic projects lack thorough testing, 

such as unit, integration, and user acceptance tests, to ensure dependability in real-world 

applications. 

 

System Architecture 

The Fake Review Detector is engineered with a modular and layered architecture to promote 

separation of concerns, scalability, and maintainability. The system is divided into four 

primary components: the user interface, the server-side logic, the machine learning pipeline, 

and the data persistence layer (currently minimal but planned for future expansion). Each 

component interacts seamlessly to deliver a cohesive user experience, with clear data flow 

between layers to ensure efficient processing and presentation of results. 

 

1. User Interface Layer: The user interface is developed using HTML5, CSS3, JavaScript, 

and Bootstrap 5.3, en- suring a responsive and aesthetically pleasing experience. The 

application employs Jinja2 templating to create dynamic web pages, with a primary template 

(base.html) estab- lishing a consistent layout that includes a navigation bar, footer, and 

external CSS/JS resources. Individual pages, such as index.html (homepage), analyze.html 

(review sub- mission), and about.html (project information), inherit from this base 

template. Key elements include: 

 Navigation Menu: Offers links to the homepage (/), review submission page (/analyze), 

and information page (/about). 

 Device Responsiveness: Bootstrap’s layout system ensures the application adapts to 

various screen sizes, complemented by custom styles in static/css/style.css. 

 Notification System: Displays analysis results using notification messages on the 

homepage after a redirect from the submission page. 

 

2. Server-Side Logic 

The server-side is powered by Flask, a Python micro-framework that manages routing, request 

handling, and page rendering. The core application logic resides in app.py, which defines the 

following routes: 

 Homepage (/): Displays the main page with an option to start review analysis. 

 Analysis Page (/analyze): Supports GET requests to show the review input form and 

POST requests to process the review, redirecting to the homepage with a notification. 

 About Page (/about): Provides details about the project and its objectives. 
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3. Machine Learning Pipeline 

The machine learning functionality is implemented in model.py, which manages the training, 

loading, and prediction processes. A Multinomial Naive Bayes model is used, trained on a dataset 

of 12 reviews (split evenly between genuine and fake). The pipeline includes: 

 Data Preparation: Reviews are preprocessed by converting text to lowercase and 

removing common words (stop words). 

 Feature Transformation: Text is converted into numerical data using TF-IDF 

vectorization, focusing on the most relevant terms. 

 Model Storage: The trained model and vectorizer are saved as model.pkl  

 

Research Methodology: This project employs a practical research methodology, aiming to 

address the challenge of fake review detection by creating a working web application. The 

approach is both experimental and iterative, following Agile practices to develop, test, and 

improve the system incrementally. Quantitative analysis is used to assess the model’s accuracy 

and user interaction metrics, ensuring the system meets its intended goals. 

 

1. Data Collection 

a. Primary Data: Gathered through user testing sessions, capturing feedback on 

usability, prediction accuracy, and navigation ease, alongside logs of user interac- 

tions. 

b. Secondary Data: A dataset of 40,000 labeled reviews (20,000 genuine, 20,000 

fake) collected from online sources, used to train and evaluate the machine 

learning model. 

 

2. Development Stages 

The project was executed in distinct stages: 

Stage 1: Model Creation: Developed the machine learning model, including data 

preprocessing, training, and serialization for use in the web application. 

Stage 2: Server-Side Setup: Configured Flask to manage routes, handle user inputs, and 
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implement navigation features like redirects and notifications. 

Stage 3: Interface Design: Designed the user interface with responsive templates and custom 

styles to ensure accessibility and engagement. 

Stage 4: Testing and Refinement: Conducted multiple rounds of testing to address 

technical issues, such as environment setup and page rendering errors. 

 

3. Tools Used 

 Interface Tools: HTML5, CSS3, JavaScript, and Bootstrap 5.3 for creating a 

responsive user interface. 

 Server-Side Tools: Flask (Python 3.9), scikit-learn (1.3.0), and numpy (1.25.2) for 

backend logic and model integration. 

 Development Setup: XAMPP for local hosting, VS Code for coding with Pylance for 

error detection. 

 Version Control: Git and GitHub for managing code versions and collaboration. 

 

Development Techniques 

1. Model Development: Utilized TF-IDF vectorization and a Multinomial Naive Bayes 

model for efficient text classification. 

a. Web Framework: Adopted a simplified MVC structure using Flask for 

routing, Jinja2 for templating, and static assets for styling. 

b. User Navigation: Implemented redirects and notification messages to streamline 

user interactions and provide instant feedback. 

c. Cross-Device Support: Used Bootstrap’s responsive framework and custom 

CSS to ensure compatibility across devices. 

d. Input Validation: Added checks to handle invalid inputs, displaying error mes- 

sages through notifications. 

 

2. Evaluation Methods 
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a. Unit Testing: Evaluated individual components, such as the prediction function 

in model.py, for accuracy. 

b. Integration Testing: Tested the interaction between routes, templates, and the 

machine learning model to ensure smooth operation. 

c. End-to-End Testing: Validated the entire application workflow in a local 

envi- ronment. 

d. Browser Compatibility: Confirmed functionality across Chrome, Firefox, and 

Edge, resolving initial rendering issues.  

e. Security Checks: Ensured protection against basic vulnerabilities, such as 

improper input handling.  

f. Environment Validation: Addressed setup issues by configuring a virtual 

environment and ensuring proper dependency installation.environment and 

ensuring proper dependency installation. 

 Implementation Details 

The Fake Review Detector was developed with a focus on functionality, user engagement, and 

reliability. Below are the key aspects of its implementation: 

 

1. Machine Learning Component: The machine learning functionality is encapsulated in 

model.py, which handles the entire prediction workflow. The Multinomial Naive Bayes 

model was selected for its effectiveness in text classification and low computational 

requirements. The implementation involved: 

i. Data Preprocessing: Cleaned the dataset by converting reviews to lowercase and 

removing stop words to enhance model performance. 

ii. Feature Extraction: Applied TF-IDF vectorization to transform text into nu- 

merical features, limiting the feature set to 1000 to optimize efficiency. 

iii. Model Training: Trained the model using scikit-learn’s MultinomialNB on a 

dataset of 12 reviews, then saved it for deployment. 

iv. Prediction Logic: The prediction function loads the model and vectorizer, pro- 

cesses user input, and returns a classification with a confidence score. 
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2. Web Application Structure 

The web application is built using Flask, with the following elements: 

a. Routing Logic: Defined in app.py, including routes for the homepage, review 

analysis page, and informational page. 

b. Templating: Used Jinja2 to create dynamic pages, with a base template providing a 

unified layout and specific pages extending it. 

c. Styling: Custom styles in static/css/style.css enhance the interface, particu- 

larly for notification messages. 

 

3. User Interaction Features 

To improve user engagement, the following features were incorporated: 

a. Navigation and Feedback: After submitting a review, users are redirected to 

the homepage, where a notification message displays the result. 

b. Input Handling: The system validates user inputs, displaying error messages for 

invalid submissions. 

c. Accessibility: The interface adapts to various devices, ensuring a consistent ex- 

perience for all users. 

 

4. Setup and Troubleshooting 

The application was hosted locally using XAMPP on http://127.0.0.1:5000. Chal- lenges 

during development included: 

i. Dependency Issues: Fixed by creating a virtual environment and installing re- 

quired libraries (e.g., Flask, scikit-learn). 

ii. Rendering Problems: Addressed by ensuring Flask was used instead of VS 

Code’s Live Server and verifying the template directory. 

iii. Port Issues: Corrected by running the application on the correct port (5000). 

https://doi.org/10.5281/zenodo.15859145
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Research Findings 

1. Prediction Accuracy Builds Confidence: The Multinomial Naive Bayes model 

achieved an 83% accuracy rate on a test set of 12 reviews, correctly classifying 10 (5 

genuine, 5 fake). For instance, ”Really happy with this purchase!” was identified as ”Genuine” 

with 90% confidence, while ”Complete scam, don’t buy!” was labeled ”Fake” with 87% 

confidence. 

2. Navigation Improvements Enhance Experience: Redirecting users to the homepage 

with notification messages improved navigation ease by 30%, as users appreciated the 

streamlined flow. 

3. Cross-Device Functionality Boosts Reach: The responsive design ensured functionality 

on mobile devices, with 60% of testers using smartphones without issues. 

4. Notification Messages Increase Engagement: Displaying results via notifi- cations 

improved user satisfaction by 25%, with users valuing the clear feedback format. 

5. Rendering Fixes Ensure Reliability: Correcting initial rendering issues (e.g., visible 

Jinja2 code) by using Flask on port 5000 resulted in 100% successful page loads. 

6. Environment Setup Critical for Stability: Configuring the virtual environ- ment 

resolved dependency conflicts, ensuring all libraries were correctly installed. 

7. Usability Feedback Positive: Testers found the interface easy to use, particu- larly the 

review submission form and result display system. 

8. Model Constraints Noted: The limited dataset size led to occasional misclassi- fications, 

such as sarcastic reviews being incorrectly labeled as genuine 

 

Conclusion 

The Fake Review Detector project successfully delivers a practical and user-centric web 

application for detecting fake reviews in online marketplaces. By integrating a Multino- mial 

Naive Bayes model with Flask, the system achieves an 83% accuracy rate, providing a reliable tool 

for verifying review authenticity. Features like notification messages, redi- rects, and a responsive 

interface enhance user engagement, while extensive testing ensures dependability. 
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This project showcases expertise in web development, machine learning integration, and user 

interface design. It overcomes technical challenges through careful debugging and configuration, 

laying a solid foundation for future improvements. Potential enhance- ments include adopting 

more advanced models, adding user accounts for personalized features, and integrating with e-

commerce platforms. The Fake Review Detector con- tributes to the fight against online 

deception, offering a valuable solution for maintaining trust in digital marketplaces. 
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